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EXECUTIVE SUMMARY

Since there are no enforceable open Internet rblesdband Internet access providers
are currently throttling and blocking Internet wsdraffic. These comments discuss two recent
examples that show that users are not receivingples, neutral, and uninterrupted service to
which the Commission says they are entitled.

In the first instance, a

customer of Golden Frog's \— S
verim" CONGESTED \:}."\','.')F!K NETFLlX
VyperVPN encrypted VPN | 75 mpbs plan (WITHOUT A VPN)
Colin Nederkoorn
service has proven that hi 3000 kbps
Netflix traffic is being throttled s
on Verizon’'s FIOS service _

Colin  Nederkoorn recentl
posted a YouTube video of a test he performed sryhiMbps service from Verizon that shows
his Netflix connection increased from a paltry 3Rbps to 3000 Kbps when he employed
VyprVPN. This is a ten-fold increase that resultedm encrypting his traffic and using
VyprVPN’s routing. This type of increase in speexd donsistent with reports from other
customers. Internet access providers are “mismagagheir networks to their own users’

detriment.
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In the second instance, Goldg

Frog shows that a wireless broadbags
Internet access provider is interferi
with its users’ ability to encrypt thei
SMTP email traffic. This broadban(
provider is overwriting the content o
users’ communications and active

rror: command not recegnized

blocking STARTTLS encryption. Thig

y foreign host.

IS a man-in-the-middle attack that
prevents customers from using the applicationshefrtchoosing and directly prevents users
from protecting their privacy.

The Commission must establish effective rules ginavent this type of behavior. Unless
wireless and wireline broadband access providersive a strong message that they can no
longer throttle and block their users’ Internefffica these actions will continue, expand, and
become the norm. Golden Frog calls on the Commmssgiotruly restore the open Internet,
enhance competition, protect user choice, and ensgers can keep nosy Internet access

providers from intercepting their private infornaati

. DESCRIPTION OF GOLDEN FROG
Golden Frog GmbHis a global service provider committed to deveigpapplications
and services that provide an open and secure &itezrperience, while preserving and

enhancing user privacy. Golden Frog owns and operatglobal network with private server

! Golden Frog is a member of the Internet Infrastmec Coalition (i2Coalition), and supports the coemts
submitted by the i2Coalition. Like i2Coalition, @ein Frog believes that a preferable course of médito return to
Open Access, and if this is done the Commission me¢ and should not directly regulate Interneeasc
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clusters in North America, South America, Europsjafand Oceania with users in over 195
countries. Golden Frog owns and manages 100% awts servers, hardware and network to
ensure the highest levels of security, privacy sexice delivery. Golden Frog's founders are
Internet veterans who have owned and operatedkgttusinesses since the dawn of the public
Internet in 1994.

Golden Frog created VyprVPN — a secure personal ¥&MNice — to help users protect
themselves against efforts by commercial or govemtal third parties to monitor, access and
intercept confidential, privileged or private infoation. VyprVPN provides encrypted
connections to the Internet to protect user privaog security. Like other VPN providers,
Golden Frog uses standards-based VPN protocolskdJother VPN providers, Golden Frog
writes 100% of its supporting software, managesous1 network, and owns the hardware
enabling it to deliver the fastest VPN speeds ewtlorld. VyprVPN has desktop applications for
Windows and Mac and recently launched mobile appgXS and Android.

Dump Truck is Golden Frog’s second product. DumpcKr provides secure online
storage that allows users to safely store, syraresand access all of their files from anywhere
and on any device. All data uploaded to Dump Tngc&ncrypted in transit and then encrypted
with per-user keys while stored. Golden Frog daatsrely on third parties to store user data or
use data deduplication to inspect user data. DuropgkTfor Mac and Windows automatically
syncs all files to the desktop. Dump Truck mobpesfor iOS and Android allow easy access to
files while on the go. The Dump Truck Web App pa®es access to files from any web browser

and access to advanced features such as publinghectivity feeds, and more.
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. VPNs PROTECT PRIVACY AND SHOW THAT INTERNET ACCESS
PROVIDERSARE THROTTLING TRAFFIC

Golden Frog’s original purpose for VyprVPN was totect privacy and facilitate a truly
open Internet. Even before the Snowden revelatwesywere aware of the extent to which both
government and other commercial interests wereetspgy traffic and monitoring domestic
communications. Indeed, our sister company Datanéigu predicted this would occur in
multiple prior filings with the CommissiohWhen the Commission and others chose to proceed
despite Data Foundry’s cautioning, our founderddietto deploy a product that would defeat
monitoring efforts. At the same time, several otbeuntries were also spying on their citizens
and denying access to Internet applications, contsgrvices, uses, sources/destinations or
devices. Golden Frog was formed, and VyprVPN was .bdsers worldwide can now access the

full Internet and maintain privacy using our endigp tools.

2 Docket 07-52|n the Matter of Broadband Industry Practices, Data Foundry Comments, pp. 9-12 and Attachment
B (June 16, 2007), available attp://apps.fcc.gov/ecfs/document/view?id=65195290Docket 07-52,In the
Matter of Broadband Industry Practices, Data Foundry Reply Comments (July 16, 2007), labk at
http://apps.fcc.gov/ecfs/document/view?id=65195582Bocket 07-52,In the Matter of Broadband Industry
Practices, Data Foundry Notice dix Parte and Attachment “Tiered Internet Service ThreatdesPrivileged and
Confidential Nature of Online Communications (O@pb 22, 2008), available at
http://apps.fcc.gov/ecfs/document/view?id=6519748] 3Bocket 07-52,In the Matter of Broadband Industry
Practices, Data Foundry Notice dEx Parte and Attachment “Broadband Network Management aetiN\eutrality:
Equal Threats to User Privacy and  Security” (Octobe22, 2008), available at
http://apps.fcc.gov/ecfs/document/view?id=65201 B &ocket GN 09-51in the Matter of A National Broadband
Plan  for Our Future, Data Foundry = Comments (June 8, 2009), availablet a
http://apps.fcc.gov/ecfs/document/view?id=652028) TR cket GN 09-51in the Matter of A National Broadband
Plan for Our Future, Data Foundry Reply Comments (July 21, 2009), lak&e at
http://apps.fcc.gov/ecfs/document/view?id=70199B78Pocket 07-52,In the Matter of Broadband Industry
Practices and Docket GN 09-51n the Matter of A National Broadband Plan for Our Future, Data Foundry Notice

of Ex Parte (October 19, 2009), available http://apps.fcc.gov/ecfs/document/view?id=7020148233N Docket
09-191,In the Matter of Preserving the Open Internet and WC Docket 07-58roadband Industry Practices, Data
Foundry Comments (January 14, 2010), availablettat//apps.fcc.gov/ecfs/document/view?id=70203 B330BP
Public Notice #29, GN Docket Nos. 09-47, 09-51, &%4137, Data Foundry Comments (January 23, 2010),
available athttp://apps.fcc.gov/ecfs/document/view?id=70203830BN Dockets No. 09-51 and 09-191 and WC
Docket No. 07-52, Data Foundry Notice &x Parte and Attachment (January 28, 2010), available at
http://apps.fcc.gov/ecfs/document/view?id=70203&4 23N Docket No. 10-127in the Matter of Framework for
Broadband Internet Service, Data Foundry Comments, pp. 23-35 (July 15, 201@)ailable at
http://apps.fcc.gov/ecfs/document/view?id=7020587 12N Docket No. 10-127in the Matter of Framework for
Broadband Internet Service, Data Foundry Reply Comments, pp. 16-22 (August 2Q@10), available at
http://apps.fcc.gov/ecfs/document/view?id=70207@56GN Docket No. 10-127n the Matter of Framework for
Broadband Internet Service, Data Foundry Notice ofEx Parte (August 25, 2010), available at
http://apps.fcc.gov/ecfs/document/view?id=70208@98
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VPNs, however, have another salutary attribute.yTthefeat Internet access provider
throttling through application identification andpecial treatment” on the user facing side or
purposeful congestion of particular connectionstloa “Internet” facing side. VyprVPN, in
effect, allows Internet access customers to overmternet access providers’ privacy invasions
and other conduct that inhibits, interferes withcontrols user choices regarding applications,
content, services, use, source/destination or dsvic

VyprVPN users consistently report that their speledsease when they use VyprVPN.
They are effectively using VyprVPN’s encrypted ceation to boost their speeds, while also
protecting their privacy. This demonstrates thatrehis a market for alternative Internet access
providers that do not throttle traffic or invadesithusers’ privacy, and VPNs are proving to be
the closest surrogate for real broadband competitio

The current controversy over whether Internet serroviders are throttling video
traffic or purposefully letting traffic become cagied on ingress links demonstrates this is so.
Several users that suffer degraded video streansn wiying to connect to video sites like
Netflix or YouTube have discovered that if they doypa VPN, the problem disappears. A
recent example was revealed on July 17, 20G&lden Frog has known about this for quite
some time. For example, we blogged about the issAeril, 2014

Common sense would lead one to believe speeds vimuddently slow down due to the

encryption overhead. But activity at the networlelaexplains why there is increased speed

% See Colin Nederkoorn’s Blog, Verizon made an enemyighty http://iamnotaprogrammer.com/Verizon-Fios-
Netflix-Vyprvpn.htmt John Brodkin, ‘Verizon made an enemy’: FiOS custo mad that Netflix works better on
VPN, 75Mbps Verizon FiOS service isn't good enotmistream Netflix smoothly, Ars Technica (July 2814),
available at http://arstechnica.com/information-technology/2@yerizon-made-an-enemy-fios-customer-mad-
that-netflix-works-better-on-vpnBen Popper, How one man bypassed internet cdngeahd fixed his Netflix
streaming, On today’s internet, the shortest rggigadly not always the best, The Verge (July D842, available

at http://www.theverge.com/2014/7/18/5916153/netflerizon-vpn-streaming-congestion-speed

* See Golden Frog Blog, Infographic: Netflix vs. ComcasThe Peering Problem, (April 25, 2014) © 2014 @old
Frog, GmbH, available &ittp://www.goldenfrog.com/blog/netflix-vs-comcasietpeering-problem
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despite the additional overhead. A VPN providet thigerates its own server infrastructure, is
multi-homed, and that runs its own network can wmnthe router and dynamically use
uncongested routes to useréttachment A provides an illustration. The Interreccess
providers are using Deep Packet Inspection to ifyetite application, content, service, use,
source/destination or device based on access mopi@ferences, rather than user preferences.
Proxies and encryption allow the user to overrile internet access provider’'s “traffic
management” and shaping.

Of particular interest in the example from Julyid That this consumer was able to utilize
the same Internet access to achieve full througbputis Netflix service by using a VPN to
control the route through which Netflix flowed. Bhdemonstrates that his Internet access
provider has sufficient bandwidth to fulfill hisqeest, but the provider chooses to not properly
manage the network in order to provide their custothe bandwidth that was advertised and
contracted. Instead, he had to take further acmhutilize a VPN service, in the hopes that the
route through his Internet access provider to tR&l\éervice was on an uncongested link.

The Internet access providers may claim that ateres such as VyprVPN provide the
sort of technological or competitive market resgsnavailable on the Internet that make rules
unnecessary. While it is true that these are it fachnological and competitive market
responses, the very same Internet access prowdersmake that claim can throttle or block
VPNSs, proxies or encryption if the Commission img@$10 effective rules. As the i2Coalition

observed in its comments on pages 37-49, the dupreposed rules do not prevent them from

® The large Internet access providers could usdasimétwork management techniques avoid congestiongress
and egress traffic, but they choose to not do fsthely had any competition or a true desire to abtuulfill the
contracts they formed with their users they woulld @apacity as needed and use real management thdme
opportunistically attacking traffic they do notdilor want to tax.
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interfering with encryption services. Without erdeable rules, Netflix throtting may be the
problem of today and encryption blocking the prablef tomorrow.

We turn now to a demonstration that broadband reteaccess providers have already
started blocking their users’ efforts to encrypt.

1. ENCRYPTION BLOCKING IS OCCURRING TODAY AND THE PROPOSED
RULESWOULD NOT STOPIT

As a result olerizon v. FCC, broadband Internet access providers are no leggect
to any no-blocking or anti-discrimination rul®3hey are completely free to interfere with their
customers’ use of the Internet at will. The dominlaternet access providers repeatedly protest
that rules against blocking and unreasonable discation need not be reinstated because there
is no evidence any is occurring or will occur, dhdy can be trusted to act properly without any
rules. The NPRM, however, sets out actual empiggadence supporting the stated concerns by
listing a series of acts by fixed and mobile In&traccess provider that directly support those
concerns. Our Netflix example above provides further evidemd an Internet access provider
failing to perform proper network management inltlest interest of fulfilling the service sold to
a large number of customers.

The purpose of these comments is to provide neweece that blocking is occurring
today, and therefore demonstrate that there dr@iblems to be solved and effective rules are
required. Golden Frog has recently discovered @lhdéast one broadband service provider is
blocking the use of a common email encryption tetbgy. Specifically, this provider is using
network equipment to block the STARTTLS commandrfrenabling the encryption of SMTP

(Simple Mail Transfer Protocol) traffic.

® Verizon v. FCC, 740 F.3d 623 (D.C. Cir. 2014).

" Protecting and Promoting the Open Internet, Notice of Proposed Rulemaking, 2014 FCC LEXISA.68014) af[{
6, 26, and 39-53.
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STARTTLS is an extension to SMTP that allows an $\Eerver and client to use TLS
(Transport Layer Security) to provide private, gpted, and authenticated communication over
the Internet. This gives users the ability to pcoteome or all of their communications from
eavesdroppers and attackers. SMTP [RFC2821] seawerslients routinely communicate in the
clear over the Internétln many cases, this communication goes throughasnmore routers
that are not controlled or trusted by either entity untrusted router might allow a third party to
monitor or alter the communications between theeseand clienf,

STARTTLS allows a client to initially make a cleawnnection but then initiate a request
to the server to switch to an encrypted connecfidre initial connection is in the clear, so any
entity in the middle — including the Internet acc@sovider — can see the connection requests
and associated header and control informationudicy the connection set up requests. It is
possible for an Internet access provider to intrghie request and control information, and to
even change the content requests from the cliergsmonses from the server. This includes the
client request to initiate an encrypted sessioheiserver response to that request.

Golden Frog performed tests using one mobile wsseleompany’s data service, by
manually typing the SMTP commands and requests, naoditoring the responses from the
email server in issue. It appears that this padercmobile wireless provider is intercepting the
server’'s banner message and modifying it in-trafrsin something like “220 [servername]
ESMTP Postfix” to “200Q ***rxkixkixiirkixiix ” The m  obile wireless provider is further
modifying the server’s response to a client comnthatllists the extended features supported by

the server. The mobile wireless provider modifiee server's “250-STARTTLS” response

8 It is possible to establish an encrypted connactibthe beginning. SMTPS automatically starts 88tryption
before any SMTP level communication.

® RFC 3207, SMTP Service Extension for Secure SMVé& dransport Layer Security, © The Internet Saciet
(2002), available dtttps://tools.ietf.org/html/rfc32Q7

Page 8



(which informs the client of the server's capadity enable encryption). The Internet access
provider changes it to “250-XXXXXXXA.” Since the ieht does not receive the proper

acknowledgement that STARTTLS is supported by thees, it does not attempt to turn on

encryption. If the client nonetheless attempts $e the STARTTLS command, the mobile

wireless provider intercepts the client's commatalgshe server and changes it too. When it
detects the STARTTLS command being sent from thentcto the server, the mobile wireless
provider modifies the command to “XXXXXXXX.” The seer does not understand this

command and therefore sends an error message tbehe

The practice in issue and in use by this providerdanceptually similar to the way that
Comcast used packet reset headers to block thefuBéTorrent in 2007. The result is that
wireless Internet users that wish to protect tlearail communications with basic encryption
protocols cannot do so when on this particular g® provider’s network.

Although the precise technology being used in thsdance cannot be determined, the
activity resembles a documented feature made #&ilen the Cisco Adaptive Security
Appliance (ASA). An ASA purchaser can engage in MH® application inspection,” monitor
content, and limit commands and responses that dlwatpass through the system. Cisco’s
documentation explains that after the ASA purchasables ESMTP application inspection, the
feature “changes the characters in the server Skidimher to asterisks.” “An SMTP server
responds to client requests with numeric reply sae optional human readable strings. SMTP

application inspection controls and reduces themands that the user can use as well as the

messages that the server returtfsThis is exactly what Golden Frog experienced.

% The Cisco Adaptive Security Appliance’s abilityfitter SMTP and ESMTP traffic is documented anglained
at http://www.cisco.com/c/en/us/support/docs/secunggt5500-x-series-next-generation-firewalls/11 3488
esmtp-smtp-inspection.htméee also http://www.cisco.com/c/en/us/td/docs/security/asalfeommand-reference/I-
R/cmdref2/i2.html#pafld-1765148&olden Frog is not alleging that the blockingatetl above is being performed
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Attachment B to these comments contains two sche¢sighat compare a successful
STARTTLS session initiation (on a different netwpmkith a failed session on the wireless
provider's network. The screenshot of the unsudaesSTARTLLS session shows that an
ESMTP banner is being overwritten with asteriske, STARTTLS extended option is Xed out,
and the client command leads to an error messdge.rdsult is an inability to establish an
encrypted link.

Absent enforceable Commission rules, broadbandigecs can (and at least one already
does) block and discriminate against entirely atat®p Internet uses. In this case, users are not
just losing their right to use the applications aedvices of their choosing, but also their privacy
It is not at clear that this type of encryption ¢dkmg would be forbidden for fixed broadband
Internet access, under the proposed rules’ exaepdioreasonable network management. This
example involves mobile wireless broadband, howeard it is clear that the proposed rules
would not prohibit the activity. STARTLLS encryption doestrmonstitute “a lawful website” or
“an application[] that compete[s] with the provitsevoice or video telephony servicest]The
proposed rules on their face do not prohibit mobileadband Internet access providers from
blocking user efforts to maintain privacy througiceyption.

V. CONCLUSION
The claim that rules banning blocking and unrealtendiscrimination are solutions in

search of a problem is flatly wrong. There havenbg®blems in the past and there are problems

by a Cisco appliance. The citation and quotatiorspaovided only to provide a technical explanatdiow it can
be made to occur, and the result. Further, Goldeg Emphasizes that this feature can be importaah tEnterprise
or private network operator to manage securitydssirhe problem arises when it is applied by aerit access
provider to conduct a man in the middle attackrideo to frustrate a user’s efforts to encrypt comioations and
perhaps even intercept the content of emails tlee wsnts to keep private. In this situation, thesinet access
provider is merely “an untrusted router” and “thiparty” that is able to monitor or alter the comneations
between the server and client.” As RFC 3207 explthat is the very thing the STARTTLS extensioddsigned to
prevent.

! See Protecting and Promoting the Open Internet, Notice of Proposed Rulemaking, 2014 FCC LEXISA68014)
at § 8.5.
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now. The proposed rules do not resolve all of tr@blems identified in the NPRM. Further
broadband Internet access providers are still ferieg with beneficial and privacy-enhancing
applications users want to employ. Internet acpessiders, even with demonstrable available
bandwidth, also continue to fail to properly manége networks to ensure their customer base
receives the service levels they have contractedrid paid to receive. The Commission needs
to take strong action to protect the Open Inteffileé proposed rules fall far short.
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Matthew A. Henry
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ATTACHMENT A

NETFLIX THROUGH CONGESTED NETWORK COMPARED TO THROUGH A VPN

\W/@, 375 kbps
CONGESTED NETWORK N ETFle
75 mpbs plan (WITHOUT A VPN)

Colin Nederkoorn

3000 kbps

RE-ROUTED THROUGH
VPN NETWORK



ATTACHMENT B
OVERWRITING STARTTLSENCRYPTION SESSION INITIATION

A. Normal STARTTL S Encryption Initiation Response

x (Ubuntu)

by foreign host.




